
Security Advisory for CC-Link IE TSN 

CC-Link IE TSN is an industrial network that seamlessly connects production sites (OT),
which enable high-speed and high-precision control, with IT systems such as
manufacturing execution systems and predictive maintenance. This enables a wide
range of applications.

To address the growing security threats in production environments, CLPA leads a 
Security Working Group (WG) in collaboration with CLPA partners to enhance security 
measures, ensuring a safe and reliable environment for our customers. 

For specific security measures to enhance the security of CC-Link IE TSN, please visit the 
following link: 

https://www.cc-link.org/en/networktechnology/features/cclinkietsn/security.html 

CLPA has announced that Mitsubishi Electric (a CLPA Board Member) has issued an 
advisory report on enhancing the security of CC-Link IE TSN, incorporating expert insights 
from Nozomi Networks, a leading company in OT security and a CLPA partner. 

・Mitsubishi Electric Corporation Advisory Report: [URL]
https://www.mitsubishielectric.com/psirt/vulnerability/pdf/2026-005_en.pdf

When using CC-Link IE TSN, in addition to the information above, please refer to the 
CC-Link IE TSN Security Guidelines published by CLPA to ensure secure system
implementation and operation.

・CC-Link IE TSN Security Guidelines (Outline, Detailed Edition): [URL]
https://www.cc-link.org/en/networktechnology/features/cclinkietsn/security.html

CLPA will continue to provide information and enhance security measures to support the 
secure operation of CC-Link IE TSN. 
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